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To: Our Clients and Friends December 21, 2009

State Recommends Sanctions Waiver on Export of Certain Personal
Communications Software to Iran

The U.S. State Department issued on December 15, 2009, a letter notifying the Senate Armed
Services Committee of its intent to recommend that the Department of Treasury’s Office of
Foreign Asset Control (OFAC) issue a general license authorizing “downloads of free mass
market software necessaty for the exchange of personal communications and/or sharing of
information over the internet such as instant messaging, chat and email, and social networking.”
Additionally, the State Department is recommending that OFAC authorize “related services,”
presumably a reference to communications and social networking services such as Twitter and
Youtube which do not require downloaded software.

Section 1606 of the Iran-Iraq Arms Non-Proliferation Act of 1992 allows the President to waive
certain requirements to impose the sanction by making a determination that the waiver is
“essential to the national interest of the United States.” The President has delegated the waiver
authority to the Secretary of State, who has in turn delegated the authority to the Under
Secretary for Arms Control and International Security. The State Department’s letter, in finding
that this change was in the national interest, noted “personal Internet-based communications are
a vital tool for change in Iran as recent events have demonstrated,” a clear reference to the use
of YouTube, Facebook, Twitter and other communications services to disseminate information
about the events in Iran to the outside world.

It is still unknown how OFAC will implement the waiver. However, the report by the State
Department attached to the letter indicates that the license will be along the lines of existing
exemptions for the exchange of direct mail and phone calls. Furthermore, the license will
specifically exclude the exportation of services or software with knowledge or reasons to know
that such services or software are intended for the Government of Iran. One interesting issue is
what steps should be taken by the providers of these services and software to assure that these
services are not being provided to the Government of Iran. During the events after the Iranian
elections, it was widely believed that these services were also being used by the Government of
Iran to spread disinformation about current events in the country.
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